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“No law, written or unwritten, 

can be understood without a 
full knowledge of the facts out 
of which it arises, and to which 

it is to be applied.”
Louis Brandeis, US Supreme Court Judge 1916 to 1939 



 

Brief1

The debate regarding online privacy really began in 2013, when 

former CIA agent Edward Snowden revealed the snooping 

activities of the NSA, America’s intelligence agency. It has 

concerned privacy advocates, lawyers, human rights experts, and 

even many Silicon Valley technologists, who have opposed the US 

government on this issue ever since. Similarly, many across the 

world were shocked and appalled at the vast intrusiveness of the 

NSA’s activities. But the spying programs cannot be completely 

dismissed straight away; it has a potential importance in tracking 

down terrorists and criminals in an increasingly dangerous world. 

Even so, some are sceptical of this, and so do not believe that the 

infringements on civil liberties are worth it. Thus, the intense 

debate continues today, and the complexities of both sides of the 

argument do not make finding a reasonable solution any easier.
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n the midst of the expanding 
capabilities of the government, 
the press and other businesses 
a n d i n s t i t u t i o n s , L o u i s 
Brandeis, along with Samuel 
Warren, published “The Right 

To Privacy” in the Harvard Law 
Review in 1890. These two 

lawyers sought to project the idea 
of ‘the right to be left alone’ to avoid 

the disclosure of embarrassing facts about individuals to the 
public to prevent emotional harm. Even today, 126 years 
later, it remains one of the most influential essays in 
American law, and very much provides as the basis of how 
the much of the world thinks about privacy. 
But today this idea of privacy has become nugatory in the 
modern world with all the technology which dominates it. 
The internet allows for a vast amount of information to be 
available for anybody connected to access it. Smartphones, 
with the use of various apps, can track and record all the 
different aspects of everyday life. The ‘internet of things’ will 
also provide as another means to do the same to an even 
greater degree. But with all these technologies comes the 
complex questions regarding civil liberties. In particular, 
establishing privacy in the digital age has been hard to 
achieve thus far.  
The debate really started in 2013, when former CIA agent 
Edward Snowden leaked documents detailing a range of 
mass surveillance programs being conducted by the NSA . 
Not only were US civilians being spied on, but also other 
foreign countries, including some allies of the US, were 
subject to such surveillance activities. A range of data, from 
personal emails to phone records, were all being examined 
through the NSA’s spy glass. The British equivalent, GCHQ, 
was also found to be involved in such programs. Many were 
left shocked as to how much access these intelligence 
agencies had to such vast amounts of data.   
These revelations from a few years ago have played a big role 
in the intensities which persist now. Technology companies, 
recognising that there is a strong demand for products and 
services that keep data secure, have implemented stronger 
encryption and other measures to satisfy those desires. 
WhatsApp, a messaging service, has recently started 
implementing end-to-end encryption to secure its users’ 
conversations. But this then creates a problem for 
intelligence and security agencies, who need access to such 
information for legitimate criminal and, especially of the 
essence, terrorist investigations. 
Though businesses, too, have also been criticised. Facebook, 
for instance, has been involved in numerous court cases in 
both America and Europe regarding the use of personal data 
for advertising purposes or for other extended services on the 
company’s the social media site without prior consent.  
Many more court cases regarding the issue of digital privacy 
are likely to come. A range of new laws dealing with these 
issues will attempt to balance privacy and security in the 

modern digital world. In doing so important questions 
should be addressed. Should police and intelligence services 
be made to always obtain warrants and/or explicit 
permission before intercepting communications or 
examining the contents of a suspect's smartphone? Should 
technology companies be forced to comply with law 
enforcement upon request? Is mass surveillance of digital 
communications across the world sufficiently justified? Does 
privacy in this digital age even exist? The answers to these 
questions are not easy, which is why the debate regarding 
privacy continues on. 

Permission To Snoop 
The revelations of the US governments’ spying programs 
were shocking in terms of the vastness of its reach. But this 
has been the reaction from 2013 and onwards. Go back to 
2001, the year of the 9/11 attacks, and the programs perhaps 
seemed more understandable and necessary. Criminals and 
terrorists alike  may use modern technology to communicate 
with each other, or as an aid to conduct malicious acts or 
invoke terror. Since national security is one of the most 
important responsibilities of any government, it needs to 
have the means to be able to achieve that. Thus, governments 
across the world have sought to develop ways that would 
equip it with those very means. Without them, terrorism and 
other criminal acts may persist, resulting in public safety 
being undermined. 
The NSA has, therefore, a number of different spying 
programs it uses to conduct its surveillance for security 
purposes. They all vary in terms of what information is 
collected and how it is collected. Ultimately, all of the 
programs generally involve building backdoors into internet 
or telecommunications company’s software, acquiring 
encryption keys, as well as obtaining and issuing secret court 
orders or installing filters in the facilities of certain 
companies.  
In 1978, the American Congress passed the Foreign 
Intelligence Surveillance Act. These newly passed laws were 
meant to regulate and authorise electronic surveillance, for 
foreign intelligence, conducted by the government. It was a 
response to the warrantless intelligence gathering activities 
that the executive branch had been involved in for decades 
prior. The passage of the Act helped to prevent 
infringements on Fourth Amendment rights, which, in the 
American constitution, protects US citizens from 
unreasonable searches and seizures. The Senate Judiciary 
Committee at the time said that the Act “went a long way in 
striking a fair and just balance between protection of 
national security and the protection of personal liberties.” 
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FISA created a strict procedure in which the government 
must obtain judicial orders before conducting domestic 
electronic surveillance. Congress created two courts to deal 
with this process. The first was the Foreign Intelligence 
Surveillance Court (FISC), made up of US district judges, of 
whom analyse applications from the government requesting 
orders to conduct surveillance activities. The other court 
created was the FISC Court of Review, responsible for 
reviewing  applications turned away by FISC.       
Soon after the 9/11 attacks, President Bush swiftly signed into 
law the USA PATRIOT Act ("Uniting and Strengthening 
America by Providing Appropriate Tools Required to 
Intercept and Obstruct Terrorism Act of 2001”). This Act 
made changes to FISA, implementing more expansive 
provisions to enable the collection of even more intelligence. 
This led to the creation of an array of surveillance programs, 
including the Bulk Telephony Metadata Program, which 
focused on collecting and analysing both foreign and 
domestic phone records. Years later, the passage of the 
Protect America Act gave birth to the PRISM program. This 
particular surveillance program, which began in 2007, 
collects the internet communications generated from several 
US internet companies. All of these programs comply with 
the rules set in FISA, and they all must seek approval and 
judicial orders from FISC before being pursued.    
Despite these processes and rules governing the foreign 
surveillance conducted by the US government, many privacy 
advocates have expressed a strong opposition to them ever 
since the programs were revealed by Mr Snowden. Many 
have called it oppressive, overreaching, unconstitutional and 
have even described it as undemocratic. These raging 
adjectives and vehement statements came with various 
lawsuits being filed against the government. The legal 
challenges were not unique to the US, though; the Safe 
Harbour Agreement was also challenged in Europe since the 
internet companies revealed to have been assisting the NSA 
operated in Europe, therefore subjecting Europeans to their 
mass surveillance programs. 

Guesswork Is Not Good Enough  
Although the legal challenge against the Safe Harbour 
Agreement was successful in Europe, on the other side of the 
Atlantic, not all the lawsuits against the US government, so 
far, have been successful. In Clapper v Amnesty International, 
the court found that the attorney’s, human rights 
organisations and others who were challenging US 
government surveillance, lacked standing in their arguments 
due to the speculativeness of them. These ‘Respondents’ 
believed that there was a reasonable likelihood that they 
were being spied on by the government. Furthermore, as a 
result of apparently being spied on, these respondents had to 
take on burdensome measures to avoid the NSA’s 
surveillance and maintain the confidentiality of their 
communications with third parties around the world.  
The court, however, found this argument to be faulty. To 
begin with, since the particular surveillance program in 
question did not focus on targeting US persons, of which the 
respondents were, their argument assumes that their 
contacts in foreign countries had been targeted or will be. 
Secondly, the government must seek approval from FISC 
before being able to conduct its surveillance, which is not 
always certain. Furthermore, even with a judicial order, the 

government cannot guarantee that it will be successful in 
intercepting the communications of the respondents’ foreign 
contacts. The introduction of end-to-end encryption on all 
communications made on WhatsApp, for example, can make 
it difficult for the NSA to obtain the information it needs. 
Plus, the interception of the communications of foreign 
contacts does not necessarily mean that the respondents’ 
communications will also be incidentally snooped.  
Their other main argument was also found to be faulty. The 
respondents in the case claimed that the risk of being spied 
on caused them to take on costly measures to avoid 
surveillance. But the court established that this lacked 
standing because this argument is based on the hypothetical 
notion that they were being spied on in the first place, or at 
least could be in the future, and therefore may have to take 
on the so-called burdensome measures to avoid such 
surveillance.  
It is important to note, though, that despite this unsuccessful 
challenge against the NSA in Clapper, this court case took 
place before the Snowden revelations. Thus, had the court 
case been conducted after the revelations, the respondents 
may have been able to strengthen their argument by utilising 
substantial evidence from the leaks provided by Mr Snowden 
to show that themselves, as well as their foreign contacts, 
were indeed being spied on. The injury they may have 
suffered as a result may have also been more plausible. 
But other speculative arguments against the NSA have also 
proven fallacious. Some have claimed that there is no 
evidence to suggest that the bulk collection and interception 
activities conducted by the NSA have helped to stop or 
disrupt terrorist attacks, or that it has provided law 
enforcement with valuable information which has led 
successfully to identifying terrorists in the US or elsewhere 
in the world. On the face of it, this argument seems logical; if 
the mass surveillance of the NSA does not actually help the 
agency to achieve what it says the programs are designed to 
achieve, then it is not worth the infringements on privacy to 
have them continue. However, the claim that there is no 
evidence is highly speculative. During his testimony in ACLU 
v Clapper, General Alexander, the former director of the NSA, 
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said that the surveillance programs had in the past prevented 
a number of terrorist attacks. However when questioned 
about this later, the number then dwindled from 54 
worldwide to a much lower figure, but justified this by 
claiming that he had misinterpreted the question asked in 
terms of which program he was being asked about. He 
implied that, depending on which program in question, the 
numbers may vary.  
But overall there remains much speculation about what that 
number actually is. The NSA works in secret; all the 
operations and tasks it is involved with are classified and the 
majority of which is not known to the public. Only those 
inside the NSA will know exactly the number of terrorist 
attacks which have been stopped due to the information 
provided by the electronic surveillance programs. It is 
unlikely that any of this information would become openly 
available to the public, barring a leak or a whistleblower. 
Thus, nobody, besides NSA officials, and perhaps those in the 
US Cyber Command, knows for certain whether mass 
surveillance has actually foiled any terrorist attacks. But not 
knowing if there is evidence is different from there not 
actually being any evidence. Thus, the assumption that the 
NSA’s activities do not prevent terrorist attacks is 
suppositional, to say the least. 

Security With Surveillance 
The overall treatment that government surveillance receives 
from the media is often excitable and overhyped. The 
Investigatory Powers Bill, for instance, has been a victim of 
this fairly false portrayal.  
The new bill would require internet service providers (ISPs) 
to provide essentially the browsing history of all UK citizens. 
It must be emphasised, though, that the content of the 
websites one visits will not be collected. Only the web 
addresses, which can be found near the top of the screen on 
almost any web browser, will be collected.  
It could be argued then that limited metadata may not reveal 
much about one’s internet activity. Although, collecting a 
range of websites which a user may visit over time can be 
combined to create a revealing digital profile, of which the 
government could use to identify ones' habits, areas of 
interests, and even their possible future intentions.  
What exactly, though, are the problems with the government 
collecting such metadata if any? One claim is that the 
government could use the metadata, and what it may convey 
about an individual, against the very user it originated from, 
as part of an aggressive policy to stamp out anybody who 

may oppose those politicians in power. Such claims are 
perhaps more applicable to places like China, where the 
government does heavily monitor all of its internet traffic 
and censors anything that challenges the state.  
Contrastingly, the UK and US, and many other western 
democracies, do not feature such oppression, at least to that 
extent. Surveillance by the NSA needs approval from a court 
of qualified judges before it can commence, and this 
permission needs to be renewed every 90 days. Equally, in 
the UK, the Investigatory Powers Bill requires law 
enforcement and security agencies to seek the approval of a 
senior judge before accessing the bulk collection of internet 
metadata, unlike previous systems in which applications 
which were assessed by the Home Secretary. These 
legitimate and stringent processes limit any abuses of power 
and ensure that such surveillance and use of the collected 
data in criminal or terrorist investigations comply with the 
law and the fundamental rights of citizens.  
Another important point to recognise is that the electronic 
espionage conducted by the NSA likely reflects the agendas 
of governments in other countries around the globe. Any 
well-funded nation-state is likely to invest in programs for 
the purposes of gathering intelligence in the name of 
national security.   
Even so, all these arguments in favour of mass surveillance 
for many privacy advocates, civil rights lawyers, and even 
some cybersecurity experts, are not enough. American 
citizens, too, have shown to have shared the same 
disapproval; in a poll conducted by Pew Research Centre, 
more people opposed the government’s surveillance activities 
in January of 2014 compared with June of 2013 when opinion 
was more evenly split (see Figure 1). And thus, there is, of 
course, the other side of the argument, one which favours 
greater privacy in the digital age over mass government 
surveillance. 

Papers To Pixels  
The Fourth Amendment is central to this privacy-
surveillance debate. Though it is part of the US constitution, 
the Amendment’s preservation of privacy is not an idea 
unique to just America. It is safe to assume that the right to 
privacy is a universally desirable notion. The Fourth 
Amendment, then, is a representation of this fundamental 
right which much of the world recognises and respects, 
though some better than others. 
Applying this right to the technologies of the digital age has 
not been so straightforward. When the Amendment was first 
established, it was at a time when property consisted of 
papers and other physical items located in the home. In the 
modern information age, however, lots of people would 
consider a massive amount of their property to belong on a 
device which can fit in their pocket. 
This reality was recognised in Riley v California. In this case, 
the US Supreme Court declared that warrants were needed 
before police could search the contents of an arrestee's 
mobile phone. Riley identified distinctive differences 
between a smartphone and other items police may typically 
find on or around an arrestee's person.  
The first is that smartphones have an immense storage 
capacity. This allows for an array of photos, videos, ebooks, 
text messages and other digital items to be stored on the 
device. Secondly, all this content can reveal much more 
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about one’s life than any other tangible item that a police 
officer may find during an arrest, and consist of information 
from weeks, months or even years back. Thus, the court 
declared that since there are great differences, in both a 
qualitative and quantitive sense, between the tangible items 
an arrestee may have on him compared to what may be 
stored on his smartphone, there is no longer a narrow 
intrusion of privacy during an initial police search of a 
smartphone.  
Riley was, therefore, instrumental in showing how the 
protections provided by the Fourth Amendment can be 
expanded to apply to smartphones and modern electronic 
devices. It identified that this is a device that carries so much 
information than any other singular record. Consequently, 
with all this information consolidated together, a 
smartphone can be far more revealing of a person than 
anything else. Even if one cannot remember what text 
messages they sent a year ago, their smartphone probably 
does. 
Another problem to consider too, however, is whether people 
can have a reasonable expectation of privacy with their 
smartphone and the data on it. This can be tricky. A recent 
court ruling in June in the US declared that the millions of 
Americans with smartphones did not have a reasonable 
expectation of privacy when it came to the location data on 
their devices. The 4th US Circuit Court of Appeals ruled that 
the government did not actually need a warrant to track the 
location of American citizens with smartphones. The court’s 
logic behind this ruling was that because smartphones users 
may allow their location data to be used by various mobile 
apps, which may need it in order to provide the services that 
the apps may offer, people have thus voluntarily opted out of 
their Fourth Amendment rights. 
Previous US court cases have utilised a similar argument to 
suggest that the collection of people’s telephone metadata, 
which consists of the numbers dialled and times at which 
they were called but absent of the actual content of those 
calls, did not constitute a violation of privacy. This is because 
people already give this information to the service providers, 
such as Verizon or AT&T, when using their broadband 
services. As a result, they have already given up control of the 
information to those service providers, who may then pass it 

on to other third parties. The same argument has also been 
applied to email addresses and could also be applied to web 
addresses.  
However, the permission to allow access to location data may 
only be specifically for the apps and services it provides. 
People have not necessarily volunteered access to their data 
to the government as well. Furthermore, the court’s ruling 
may be used as a precedent to access other information on 
smartphones without a warrant. This may, therefore, trigger 
a significant invasion of privacy. While service providers or 
mobile apps may request access to data, users, in giving 
permission to do so, may not be at the same time willing to 
allow that information to be shared with other unwanted 
third parties such as the government. This latest court ruling 
ultimately implies that sharing is mandatory rather than a 
choice. But the government probably should be required to 
obtain a warrant before being able to access such data.  
This is an important concept to consider when looking at 
why violations of privacy like this really matter. By the 
government obtaining data, they ultimately take away a 
users’ autonomy, a point made by philosophy professor 
Michael Lynch. He argues that privacy matters in principle 
“because it is connected to the autonomy of decision 
making.” 
The warrantless seizure of data by the government could, 
therefore, be argued as stripping smartphone users of their 
ability to control their information, fundamental to any 
democracy.  

Freedom To Search and Click 
Not only is privacy needed to give people full control of their 
information, but also to allow them to develop new ideas. 
This is another vital part of a true democracy and one which 
is needed to advance humanity forward.  
Government surveillance may threaten the intellectual 
innovations and freedoms which have the potential to make 
valuable contributions to society. There are two reasons why. 
The first is that when users know that they are being 
watched by the government, they are more cautious and 
careful about what they search, read and send online. This 
has been labelled as the ‘chilling effect’ of surveillance, which 
essentially refers to how someone’s actions can change 
significantly when they know they are being watched 
compared with when they are not. This can discourage 
journalists, researchers or just curious internet users from 
visiting webpages or accessing information which they feel 
may trigger false alarms to the government of suspicious 
activity, resulting in more targeted surveillance on their 
activities or even threaten prosecution. This can have the 
harmful effect of stifling research on controversial topics and 
informing the public of the important happenings taking 
place in relation to those subjects. For a functioning 
democracy, allowing people to exert more information and 
opinion is often better for society than encouraging less of it.      
There are some numbers to suggest that this chilling effect 
has indeed taken place. Research by PEN America Centre, an 
organisation advocating free expression, found that 37% of 
writers it surveyed in 2013 in what they referred to as “free 
countries” avoided writing or speaking on a particular topic 
due to government surveillance. It also found that 42% of 
these writers also avoided being active on social media. 
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The second reason why government surveillance threatens 
intellectual innovations and freedoms is that it can stop new, 
and maybe even controversial ideas, from eventually 
flourishing into beneficial ones. Mass surveillance allows the 
government to obtain sensitive data about people which it 
may deem as a threat to its political agenda’s, of which they 
could use to silence or discredit those it deems as a danger. 
This was the case in the 1960s when the FBI conducted 
thorough surveillance programs to collect as much 
information as it could about Martin Luther King. The 
bureau tapped his phones, bugged hotel rooms, and did so 
for a few years, trying to find anything they could use against 
him, and foil his work on promoting civil rights for African-
Americans in the US. At the time, he was considered a threat 
to public order, according to the FBI, since the ideas he 
promoted were apparently controversial and unsound. But 
eventually allowing his ideas to flourish has gradually led to 
them being widely accepted among most politicians and US 
citizens today. In some areas of the US, racism, 
discrimination and prejudice may still be a problem, but 
much less of a problem when compared to Martin Luther 
King’s time.  

Beware of the Hackers, Not the Bureaucrats 
However, people should not be so worried about the 
possibility of governments using their personal information 
against them. Security agencies are unlikely to solely use 
internet traffic as evidence to suggest that one has been 
involved in criminal activity. Additionally, stringent judicial 
processes are required and a fair hearing in court is also 
mandatory. As mentioned before, the governments of 
Western democracies are unlikely to oppress its people like 
China or North Korea, which some people outlandishly 
claim. 
Nevertheless, people should still be worried about the 
government collecting their information. The internet has 
become a pernicious environment where anybody using it 
can be vulnerable to cyber attacks. The government is by no 
means exempt from this reality. For example, in June 2015 the 
US Office of Personnel Management suffered from cyber 
attacks that resulted in data of millions of government 
employees being leaked. 

Central banks have too, recently, suffered from cyber attacks, 
exposing the loopholes in the systems they use to work with 
other banks around the world. It also shows that nobody on 
the internet is completely safe from such attacks. 
Cybercriminals and hackers constantly remain one step 
ahead of the defences meant to defend against them. Thus, 
with mass surveillance programs collecting vast amounts of 
data, it creates a gold mine of data of which hackers can use 
for a range of unpredictable and malicious means. 
If a hacker is able to infiltrate government databases, they 
can deploy a range of different attacks to victimise 
potentially millions online. For instance, if cybercriminals 
were able to access the masses of website metadata, which 
the Investigatory Powers Bill would allow the UK 
government to do, then it could use the list of websites 
visited to construct dangerous social engineering campaigns. 
Hackers could identify the most popular websites people visit 
in the UK, and then portray themselves as legitimate 
businesses, via email, looking to buy ad spaces from those 
websites. Once acquiring these ad spaces, hackers could then 
place bogus advertisements directing anybody who clicks on 
them to infected webpages or initiate downloads of 
malicious software onto their devices. This process, known 
as malvertising, is just one example of how hackers can use 
the data collected by governments to cause havoc in 
cyberspace.   
Both the US and the UK government have claimed that their 
electronic surveillance strengthens public safety. Yet, if the 
data centres consolidating all the information collected and 
intercepted by these programs were to be hacked into, public 
safety would be weakened.  
This also extends to the private sector with narrow-minded 
legislation. While the Investigatory Powers Bill may help 
security agencies to obtain more information to crackdown 
on crime and terrorism, it also requires technology 
companies to essentially weaken the security parameters of 
their products, which may expose its users to the dangers of 
cyberspace. Weakening security does not have the eventual 
effect of making it stronger.  
This, therefore, presents another important argument in 
favour of greater privacy; governments cannot guarantee 
that they can keep the data they collect safe from 
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cybercriminals, and so should give greater consideration to 
preserving privacy and security instead.          

Who Wins?                 
The interpretation of privacy which Mr Brandeis conveyed in 
his iconic article, in the context of the modern digital age, 
does not encapsulate the broader importance of privacy. Yet, 
while people may come to appreciate these broader 
importances regarding privacy, they should not so easily 
disregard the importance of national security and public 
safety. There is little doubt that the bad guys will be using 
information  technology available to them as well as the law-
abiding users. Thus, state governments need to be able to 
operate in cyberspace to protect against criminal or terrorist 
threats, while respecting the civil liberties.    
But overall, this debate is not about which side wins. It is not 
exactly plausible to say that privacy should prevail over 
surveillance or vice-versa. Governments, lawyers, 
technologists, businesses, human rights experts, politicians 
and others should be working together to find some 
workable middle-ground. The merits of both national 
security and individual privacy should both be recognised, as 
both are very important. 
Expanding this collaborative attitude to a more international 
level, too, could also be helpful. The differences between 
Europe and America on the issue of privacy shows why more 
international cooperation may be necessary. More 
international frameworks would enable greater clarity since 
technologies like the internet operate globally, but flexibility 
may also need to be considered to allow individual countries 

to make their own judgements too. China would certainly 
agree, for their own reasons.  
So far, no definitive line has been drawn, which is in part due 
to regulators passing legislation that conflicts with its peers 
in other jurisdictions or even countries. But at the same time, 
different courts with different rulings constantly move that 
faint line. Thus, the privacy-surveillance debate grudgingly 
continues. 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